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Abstract

Background: Digital transformation is now afundamental component of health care systems worldwide. To develop effective
digital health strategies, it is essential to examine physicians' perspectives on the barriers and facilitators of implementation, with
particular attention to regional and cultural factors influencing technology adoption.

Objective: Thisstudy aimstoidentify and analyze key barriersand facilitatorsto theimplementation of digital health technologies
from physicians’ perspectivesin Russia.

Methods: A 2-phase nationwide mixed methods study was conducted involving 460 physicians from various specialties. The
first phase comprised in-depth interviews with 10 physicians to develop a specialized questionnaire. The second phase involved
a nationwide cross-sectional survey with 450 physicians using the devel oped questionnaire. Inclusion criteriawere working in a
Russian city with a population of more than 100,000, age 22 years and older, at least 3 years of specialty experience, and
employment in public or private health care ingtitutions. The analysis focused on 4 categories of digital health technologies:
remote consultations, remote monitoring, digital diagnostic solutions, and clinical decision support systems.

Results: The main barriers identified were fear of making erroneous decisions (25% of physicians), technical difficulties (up
to 25%), and legal insecurity (21% of physicians). Notably, the barrier profile varied depending on the type of technology. Key
drivers for implementation included time saving (59% of physicians), practical benefits (55% of physicians), and legal security
(54% of physicians). Additionally, aconvenient training organization was acrucial motivator, with the availability of freetraining
(53% of physicians) and provision of study leave (52% of physicians). These facilitators were consistent across all categories of
digital solutions. Based on these findings, key recommendations for the implementation of digital transformation in medical
organizations were formulated.

Conclusions:  The findings highlight the need for comprehensive, technology-specific digital implementation strategies to
improve health care digital transformation effectiveness, considering physician concerns about decision-making accuracy, technical
challenges, and legal frameworks.

(J Particip Med 2026;18:e83551) doi: 10.2196/83551
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as telemedicine, remote patient monitoring, artificial
intelligence—based diagnostics, and clinical decision support

Digital transformation has become an integral part of modern  Systems (CDSS), are increasingly seen as essential tools to
health care systems around the world [1]. Technologies, such address current and future challenges in health care [2]. The

Introduction

https://jopm.jmir.org/2026/1/e83551 JParticip Med 2026 | vol. 18| e83551 | p. 1
(page number not for citation purposes)


mailto:polina_glazkova@skolkovo.ru
http://dx.doi.org/10.2196/83551
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF PARTICIPATORY MEDICINE

COVID-19 pandemic, in particular, has accel erated the adoption
of certain digital solutions in health care, demonstrating their
potential to support care continuity and mitigate public health
crises [3,4]. Back in 2020, the World Health Organization
approved the development of the Global Strategy on Digital
Health 2020-2025 at the 73rd World Health Assembly [5].

The willingness of health care professionals, especialy
physicians, to accept new technologies and actively use them
is a determining factor in the successful integration of digital
solutions in health care [1]. Physicians play a key role in the
implementation of digital solutions, influencing both their use
and acceptance of digitalization by patients [6]. Therefore,
understanding the specific barriersto implementation and factors
that facilitate it, from a physician’s standpoint, is crucial for
developing effective strategiesfor the implementation of digital
solutions in health care [7]. At the same time, regional and
cultural characteristics can have acritical impact on thetypology
of barriersand motivatorsin using various digital technologies.

This study aims to investigate the main barriers faced by
physiciansin using various digital technologies and to identify
key drivers of health care digitalization in Russia.

Methods

Study Design
A 2-phase nationwide mixed methods study was conducted
involving 460 physicians from various specialties.

First Stage

At the first stage, in-depth online interviews (up to 1.5 hours)
were conducted with 10 Moscow physicians with experience
in using digital technologies. Among interview participants
were 8 outpatient and polyclinic physicians and 2 inpatient
physicians; 8 respondents represented the public sector, and 2
represented private clinics.

The analysis of the interviews allowed identifying key factors
that facilitate and hinder digital transformation in health care.
Based on the data obtained, a new questionnaire was devel oped
to assess the attitude of physicians to digital transformation in
health care and their experience of using digital technologies
(Digital Heath Readiness and Barriers Questionnaire for
Physicians).

Second Stage

At the second stage, an observational all-Russian study was
conducted with 450 physicians using the questionnaire
developed at thefirst stage.

To be included in the study, a physician had to meet the
following criteria:

https://jopm.jmir.org/2026/1/e83551
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1 Work in a Russian city with a population of more than
100,000 people.

2. Age 22 yearsand older.

Work experience in the specialty for at least 3 years.

4. Work in public or private institutions (physicians working
in departmental medical institutions were not allowed to
participate).

w

To ensure an even and representative distribution of respondents,
quotas were established for medical specialty and city of
residence.

All respondents completed the online questionnaire devel oped
in the first stage of the study. Completion of the questionnaire
was voluntary and was processed anonymously and
depersonalized.

This study analyzes the barriers to digital transformation in
health care. The block includes 2 questions. The first one is
devoted to the most significant obstacles to theimplementation
of digital technologies in practice. The physician is given 22
answer options; the respondent can mark up to 5 most relevant
options. Thefull text of the question is provided in Multimedia
Appendix 1.

For the ease of analysis, 22 statements were allocated into 5
domains—moativational, ability-rel ated, process-related, physical
(environmental factors), and social—reflecting the Motivation,
Ability, Processing, Physical, and Social (MAPPS) framework
grounded in behavioral theory. A comprehensive rationale and
detailed description of each barrier group are provided in
Multimedia Appendix 2.

The second question aimed to identify key factors that help
overcome barriersto theimplementation of digital technologies.
Physicianswere offered alist of 19 statementsreflecting various
advantages of using new digital solutions. Respondents assessed
how likely it is that they would start using or use the relevant
technologies more actively if the specified benefits were
realized, using a 7-point scale: from 1 (definitely would not use
or use more actively) to 7 (definitely would use or use more
actively). The full text of the second question is provided in
Multimedia Appendix 3.

The survey analyzed 4 categories of digital technologies (Table
1), with respondents separately noting the main barriersto the
implementation of the rel evant solutionsfor each category. This
approach madeit possibleto identify the specifics and frequency
of barriers depending on the type of digital technology, as well
as to assess which barriers are most significant in each area of
digital transformation in health care.
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Table 1. Categories of digital technologies.
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Abbreviated name Full wording used in the survey

Remote physician-patientor
physician-physician consul-
tations

Remote patient monitoring
viaan app)

Technologiesfor diagnostics  »
resonance imaging, and moles)

Clinical decision support .
systems

Remote (telemedicine) physician: patient consultations using audio or video communication
Remote (telemedicine) physician: physician consultations using audio or video communication (eg, for emergency
cases, scheduled consultations, online consultations)

Remote patient monitoring (eg, using medical sensorsor an app to transmit one's readings remotely to the physician

Technologies for diagnostics (eg, computer vision to recognize X-rays, computed tomography scans, magnetic

Systems to support physicians in making medical decisions (analysis of patient medical records, anamnesis,
symptoms, results). For example, Webiomed, TOP-3, Sapia, and Ongueta.

The survey was conducted online from February 24 to March
17, 2025. The sample frame was created by randomly sending
invitation linksto all physiciansregistered on the |psos Comcon
platform “Healthcare Professionals” Emails containing a link
to the survey were sent to 12,629 physicians; 1120 opened the
link and viewed at least the first page and 450 physicians
completed the survey. The survey response rate was 3.6%.
Respondent recruitment was conducted using aquotasampling
approach. A detailed description of the survey methodology,
prepared in accordance with the CHERRIES (Checklist for
Reporting Results of Internet E-Surveys), is provided in
Multimedia Appendix 4.

Statistical Data Processing

Descriptive statistics of the analyzed group are presented as
percentagesfor qualitative variables. For quantitative variables,
mean values and SDs were calculated. The study data were
weighted according to official statistics on the distribution of
primary care physicians and speciaists in Moscow, St
Petersburg, and other cities [8]. Percentage calculations and
data processing were performed using IBM SPSS Statistics
(version 27).

Ethical Consider ations

Ethical Approval and I nformed Consent

This study was approved by the Independent Ethics Committee
of the Federal State Budget Scientific Institution “N.A.
Semashko National Research Institute of Public Health”
(protocol number 7, 2025). Written informed consent was
obtained from all interview participants prior to conducting and
audio recording theinterviews. The study information materials
provided comprehensive details regarding the research
objectives, participant selection criteria, study procedures, time
requirements, potential risksand benefits, participant rightsand
responsibilities, and data protection measures. Online survey
respondents provided their consent by selecting the “ Start”
button following review of the introductory page, which
contained information about survey content, estimated
completion time, anonymity provisions, confidentiality
protections, and research objectives. All participants were

https://jopm.jmir.org/2026/1/e83551

informed of their right to refuse participation or discontinue
involvement in the research at any point without penalty.
Informed consent was secured from all study participants.
Participants in the online survey were offered a monetary
incentive as compensation for their time and participation.
Specifically, respondents were offered an electronic certificate
worth 500 Russian rubles (US $6.44) for use at online
hypermarkets. Interview participants did not receive monetary
compensation.

Privacy and Confidentiality Protection

All survey responses were collected using anonymous data
collection methods. Interview audio files and written transcripts
underwent encryption protocols. Encrypted data access keys
were maintained in asecure, password-protected local database
with restricted access limited to MB, ES, and MZ only.

Results

Demographic Characteristics of the Sample

The survey on digital transformation in health care covered 450
physicians from 8 federal districts of Russia. Table 2 provides
the characteristics of the study cohort of physicians.

The objective of the study was to obtain a result that would be
representative of the digital transformation of physicians in
Russia. It is obvious that the situation in large cities may differ
from the results of the study in towns. According to official
statistics, the share of physicians from Moscow and St
Petersburg (the 2 largest cities in the country) is 19% of all
physicians in the Russian Federation [8]. The share of
respondents practicing in Moscow and St. Petersburg was 28%
(128/450) of the total sample, which indicates an insufficient
representation of physicians from other regions and possible
sample bias. To correct for this imbalance and ensure the
representativeness of the data obtained, we applied
poststratification weighting using official statistics on the
regional distribution of physicians. The data below are given
taking into account the weighting for the distribution of
physicians by locality.
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Table 2. Clinical and demographic characteristics of doctors.

Characteristics Values (N=450)
Gender, n (%)

Men 57 (12.7)

Women 393 (87.3)
Age (years), mean (SD; range) 41.2 (9.57; 26-76)

Age (years), n (%)

Upto 30 53 (11.8)
31-40 184 (40.9)
40-50 129 (28.7)
50+ 84 (18.7)
Region of residence, n (%)
Central Federal District 153 (34)
Northwestern Federal District 46 (10.2)
Southern Federal District 41(9.0)
North Caucasian Federal District 4(0.9)
Volga Federal District 115 (25.6)
Ural Federd District 30(6.7)
Siberian Federal District 55(12.2)
Far Eastern Federal District 6(1.3)

City of residence, n (%)

Moscow and St Petersburg 128 (28.4)
Other regions 322 (71.6)
Specialty, n (%)
General practitioner or physician 110 (24.4)
Endocrinologist 71 (15.8)
Pediatrician 56 (12.4)
Gynecologist 45 (10)
Cardiologist 43 (9.6)
Neurologist 30(6.7)
ENT? 17 (3.8)
Gastroenterologist 18 (4)
Surgeon 18 (4)
Pulmonologist 13(2.9)
Ophthalmologist 8(1.8)
Allergist 9(2)
Urologist 9(2)
Oncologist 1(0.2)
Anesthesiol ogist-resuscitator 1(0.2
Functional diagnostics doctor 1(0.2)
Average length of service (years), mean (SD; range) 15.6 (8.96; 3-45)

Scientific degree, n (%)

None 422 (93.8)
Candidate of Sciences 26 (5.8)
https://jopm.jmir.org/2026/1/e83551 JParticip Med 2026 | vol. 18| e83551 | p. 4
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Characteristics

Values (N=450)

Doctor of Sciences
Type of institution, n (%)
State
Municipal
Regional
Federal
Private
Type of admission, n (%)
Outpatient
Inpatient

2(0.4)

345 (76.7)
228 (50.7)
94 (20.9)
23(5.1)
105 (23.3)

422 (93.8)
28(6.2)

3ENT: ear, nose, and throat.

Key Barriersto Using Digital Technologies

Table 3 presents data on the frequency of various barriers that
physicians encounter when implementing 4 digital technologies:
remote consultations, remote patient monitoring, diagnostic
technologies, and CDSS. The barriers were classified into 5
main groups. motivational, capability-related, process-rel ated,
physical, and socia (MAPPS model). This classification was
developed by | psos Comcon based on the behaviorist approach.

https://jopm.jmir.org/2026/1/e83551

For adetailed description and theoretical justification of barrier
groups, see Multimedia Appendix 2.

For understanding the original distribution of responses,
Multimedia Appendix 5 presents statistics corresponding to
Table 3 based on theinitial unweighted data, without adjustment
for physician distribution. The results demonstrate that each
type of technology is accompanied by a unique profile of
barriers. For ease of perception, Table 4 shows the top 5 main
barriers that physicians identified for each technology.
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Table 3. Identification of barriers to the implementation of digital technologies.

Barriers®P Remote consultation Remote monitoring  Technologies ~ Systemsto support
(%) (%) for diagnostics  physiciansin making
(%) medical decisions (%)

Motivation barriers® 42 39.2 372 45.7
| don’t seeany practical benefit fromusing thistechnol- 5.3 55 57 51
ogy in my daily work.
| am concerned about data privacy issueswhenusing  20.9 15.7 9.3 153
this technology.
| am concerned about the problem of excessive control 9.4 52 4.3 9.8
over my work when using this technology.

This technology reduces the importance of physician’'s 8.4 6.3 7.6 9.7
work.

| don't trust the quality of this technology. 4.6 6 6.5 10.7
| am concerned about overdiagnosis when using this 7.6 9.8 15.8 119
technol ogy.

Capability-related barriers® 28.7 38.9 48.5 48
| don't have time to master this technol ogy. 5.8 85 75 6.1
This technology is too complex to master. 14 25 4.2 5
I have no knowledge of specific products within this 124 175 24.7 26
technology that could be used in my practice.
| don't have access to training courses to master this 13.2 16.8 20.8 19.9
technology.

Thetechnology requires personal investmentsto master 5.2 5.7 51 4.7
it.

Process-related barriers® 49.7 53.7 40.8 398
| am not sure that this technology will work stably 253 29.2 18.9 18.2
without delays and breakdowns.
| am afraid of making wrong decisionswhen using this 22.2 26.4 26.8 22
technology.

Technology takes time without making work easier. 135 129 32 9

Environmental (physical) barriers® 444 394 454 47.5
| do not have technical base to master thistechnology  20.5 24 31.6 26.7
(suitable equipment, software, communications).

Existing regulations do not include thistechnology or  20.5 134 125 15.3
need to be revised.

This technology does not have qualified technical sup- 14.8 113 104 133
port.

Social barriers 47.5 39.3 339 40.4
Management of my health carefacility isnot interested 13.9 151 14.3 20.7
in using this technology.

My environment condemns the use of thistechnology. 1.1 0.9 0.6 15

| prefer to use other long-proven methods rather than 8.6 5.8 9.8 5.9
this technology.

| feel alack of legal security when using thistechnology. 29.8 21 14.9 175
None of the above. 14.2 13 13.6 111

#The data provided are weighted by the distribution of physicians across populated areas of the Russian Federation. Multimedia Appendix 5 provides
unweighted data.

bThe table shows the percentage of doctors who selected each answer. Each respondent could select up to 5 answers.
“The total for each category shows the percentage of doctors who selected at least one of the category barriers.
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Table4. Thetop 5 main barriers to different types of digital technologiesin health care.

Barriersto using digital technologies® Values (%)
Barriersto remote consultations (top 5)
Lack of legal protection 29.8
Doubts about stable operation of technology 253
Fears of making wrong decisions 222
Data privacy concerns 20.9
Lack of technical base 20.5
Barrierstoremote monitoring (top 5)
Doubts about stable operation of technology 29.2
Fear of making wrong decisions 264
Lack of technical base 24
Lack of legal security 21
Lack of knowledge about products 175
Barriersto technologies for diagnostics (top 5)
Lack of technical base 31.6
Fear of making wrong decisions 26.8
Lack of knowledge about products 24.7
Lack of training courses 20.8
Fear of overdiagnosis 15.8

Barriersto systemsto support physiciansin making medical decisions (top 5)

Lack of technical base

Lack of knowledge about products
Lack of interest from management
Lack of training courses

Lack of legal protection

26.7
26

20.7
19.9
17.5

#The data provided are weighted by the distribution of physicians across populated areas of the Russian Federation.

Remote Physician-Patient or Physician-Physician
Consultations

The most common barriers for remote consultations are social
barriers (47.5%) and process-related barriers (49.7%). The most
frequently mentioned barriers include lack of legal protection
(29.8%, the highest rate among all technologies), doubts about
the stability of the technology (25.3%), and fears of making
wrong decisions (22.2%). In addition, 20.9% of doctors
expressed concerns about data privacy, whichisthe highest rate
for this barrier among all technologies. Motivational barriers
were encountered by 42% of doctors. It is the second most
frequent value among al groups.

Thus, despite their relative prevalence and technical
accessibility, remote consultations are often perceived by
physiciansaslegally and organizationally vulnerable, especially
in conditions of insufficient regulatory support and lack of
confidence in data protection.

https://jopm.jmir.org/2026/1/e83551

Remote Monitoring

For remote patient monitoring technologies, process-related
barriers were dominant (53.7%), which was the highest value
among all barrier categories. The most frequently noted barriers
were system instability (29.2%) and concerns about
decision-making errors (26.4%).

There was also a high proportion of physicians who indicated
alack of technical expertise to master this technology (24%),
a feeling of legal insecurity (21%), and a lack of knowledge
about specific products (17.5%).

Thus, physicians face challenges in integrating remote
monitoring technologiesinto daily practice dueto awide range
of concerns, but technical and methodological barriers related
to reliability, safety, and the need for new professiona skills
come to the fore.

Technologies for Diagnostics

As barriers to implementation of diagnostic technologies,
physicians most often indicated insufficient technical base
(31.6%) and fear of making wrong decisions (26.8%) when
using technology.

JParticip Med 2026 | vol. 18 | e83551 | p. 7
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Technologies for diagnostics provided the highest values in
terms of opportunity-related barriers (48.5%), particularly lack
of product knowledge (24.7%) and lack of access to training
resources (20.8%).

Also, 15.8% of respondents expressed fear of overdiagnosis,
which is the highest among all technologies.

These results indicate that digital diagnostic solutions are
perceived by physicians as technologically complex and not
transparent enough, requiring serious support for implementation
and methodological adaptation.

CDSS

CDSS turned out to be the least acceptable for respondentsin
terms of motivational barriers (45.7%) and environmental
barriers (47.5%).

For this group of technologies, the most common problems
were lack of technical base (26.7%), lack of knowledge about
products (26%), and unavailability of training courses (19.9%).

Also, 20.7% of doctors indicated a lack of support from
management of the health care facility (which is the highest
indicator of this barrier among all technologies). This result
demonstrates the importance of active participation and the
initiative of management in integrating digital solutions into
clinical practice.

Animportant issuefor physiciansremainslega security (17.5%)
when using this group of technologies.

Veldanovaet al

Physiciansalso noted alack of trust in the quality of technology
(10.7%), a feeling of excessive control over their professional
activities (9.8%), and a decrease in the significance of therole
of physicians (9.7%). Although these motivational barrierswere
selected by arelatively small number of respondents, they were
most frequently identified for CDSS compared to other types
of digital technologies, which characterizes the low level of
trust of doctorsin this type of technology.

Thus, CDSS is perceived by physicians as a problematic
technology both in terms of technical infrastructure,
organizational support, and professional trust.

Overall, the most common barriers to implementation of all
digital solutions are technical and organizational difficulties,
fear of making wrong decisions, and a sense of legal insecurity
(Table 4). At the same time, the intensity of the expression of
individual barriers varies depending on the type of technology:
for example, for remote consultations, legal and regulatory
barriers come to the fore, while for the other 3 types of digital
technologies, technical difficulties play a key role. This
emphasizes the need for differentiated implementation support
strategies that take into account the specifics of each type of
digital tool.

Figure 1 shows a generalized distribution of barriers that
physicians face when implementing digital technologies in
clinical practice (the total result for all types of technologies).

Figure 1. General distribution of barriers to the implementation of digital technologies in health care from the point of view of doctors. The graph
shows the percentage of physicians who selected a particular answer option. For category data, the percentage of physicians who selected at least one
of the category barriersis shown. The data presented are weighted by the distribution of doctors across populated areas of the Russian Federation.
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Although the distribution of barriers was generally fairly even
(from 40% to 47%), procedural difficulties came to the fore,
noted by 47% of physicians. Most often, they indicated fear of
making wrong decisions (25%) and doubts about the stable
operation of digital systems (24%).

Among environmental barriers (44%), the leading one is the
lack of technical base (25%), and among social barriers (40%),
the first placeistaken by the lack of legal security (21%).

A dignificant proportion are also capability-related barriers
(40%), primarily alack of knowledge about specific products
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(19%). Likewise, motivational barriers (41%) reflect physicians
internal doubts: primarily concerns about data privacy (16%).

Thus, the figure illustrates that barriers to implementation of
digital technologies in health care are multifaceted and cover
both theinternal attitudes of doctorsand external organizational
and legal restrictions, which require comprehensive solutions
at the level of the health care system.
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Driversof Digital Technologies I mplementation in
Health Care

Table 5 shows the top 5 main drivers that, in the opinion of
physicians, can help overcome barriers to implementation of
digita technologies (Multimedia Appendix 6 provides a
complete table of the distribution of drivers for different types
of technologies).

Notably, whilethe barrier profile differed depending on the type
of digital technology, the leading drivers were similar across
all technology types.

Veldanovaet al

Time-saving potential was consistently ranked first, with 56%
t0 62% of votes. Also, practical benefitswereinthetop 3 drivers
for all technology types. This highlights that physicians are
primarily interested in rea functiona efficiency and time
savingsin abusy practice environment.

For all types of technologies, legal security wasincluded inthe
top 5 main criteria necessary for using the technology. This
criterion was most significant for remote consultations (57.7%)
and remote monitoring (54.6%).

Table 5. Thetop 5 main factors contributing to the introduction of digital technologies in health care, according to physicians.

Drivers of digital technologies implementation in health care®” Values (%)
Driversto remote consultations (top 5)
Technology will savetime 62.2
Technology will deliver practical benefitsin daily work 58.3
Lega protection when using this technology 57.7
Free or at the expense of the health care institution 55.8
Management will alow taking study leave 54.4
Driversto remote monitoring (top 5)
Technology will savetime 58.1
Legal protection when using this technology 54.6
Technology will deliver practical benefits 54
Free or at the expense of the health care institution 53.2
Management will alow taking study leave 511
Driversto technologies for diagnostics (top 5)
Technology will savetime 56
Free or at the expense of the health care institution 52.8
Technology will deliver practical benefits 52.2
Management will allow taking study leave 51.7
Lega protection when using this technology 514

Driversto systemsto support physiciansin making medical decisions (top 5)

Technology will savetime

Technology will deliver practical benefits

Lega protection when using this technology

Free or at the expense of the health care institution

Interface will be accessible and understandable

58.3
54.5
51.2
50.3
494

#The data provided are weighted by the distribution of physicians across populated areas of the Russian Federation.

PBased on the answers to the question: “How likely is it that you would start using/more actively use the following technologies when implementing
theideas on ascale from 1 to 7?7’ The table shows the percentage of respondents who chose 7 points for this answer (a physician would definitely start
using digital technology if the conditions specified in the statement were met).

Another important block of incentivesisrelated to thereduction
of barriers to learning and the technical ease of using the
technology: availability of free training, study leave, and a
simple interface were aso included in the top 5 factors. This
indicates the need not only to implement technologies, but also
to create a supportive learning environment, especialy in

https://jopm.jmir.org/2026/1/e83551

conditions of time constraintsfor medical personnel. All drivers
for different technologies are summarized in Figure 2.

The results highlight that physicians perceive digitalization
primarily through the prism of daily efficiency, legal security,
and organizational support.
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consider when implementing digital technologiesin health care
institutions.

The main driver for the implementation of al digita
technologies is saving doctors time. This is important to

Figure 2. Key factors contributing to the implementation of digital technologies, according to physicians. The data presented are weighted by the
distribution of doctors across populated areas of the Russian Federation. Based on the answer to the question: “How likely are you to start using or more
actively use the following technol ogies when implementing ideas on a scale from 1 to 7? The figure shows the percentage of respondents who chose 7

points for this answer (a physician would definitely start using digital technology if the conditions specified in the statement were met).

'Willingness to use technology if there is...
Top 1 on a 7-point scale

All technologies, %

Time-saving

Practical benefit

Legal protection

Free mastering

Study leave for mastering

Maximum accessible and understandable interface
Regulation developed or modified

Access to training courses

Access to suitable equipment, software, communications
Qualified technical support

Data protection

Stable operation of equipment. software
Time-tested. reliable technology

Information on products applicable in practice
Instructions for avoiding overdiagnosis

Health care facility management is interested in technology application

Data are depersonalized
Network will use technology
Expert recommendation

Discussion

Barriersto Implementation of Digital Technologiesin
Health Care

In recent years, digitalization in health care has become an
integral part of medical practice. However, the introduction of
digital technologies is accompanied by a number of barriers
that must be taken into account for the successful integration
of innovationsinto clinical practice.

The study of 450 physicians in Russia found that key barriers
to the implementation of digital technologies include technical
difficulties, fear of making wrong medical decisions, and
concerns about legal insecurity.

Lack of technical infrastructure (25%) and doubts about the
stability of technology (24%) were the key barriers to the
implementation of digital technologies. These data are relevant
to that from the international studies, in particular, according
tothelargest umbrellameta-analysis of 108 systematic reviews
[1], infrastructural and technical barriers to implementation of
digital technologies in health care rank first in frequency
worldwide.

Alongwith technical difficulties, fear of making wrong decisions
(25%) based on the use of digital technol ogies was ranked first
inthisstudy. A number of studies aso demonstratethat it isthe
fear of physicians to make a mistake when relying on digital
toolsthat isan important barrier to the implementation of digital
technologies. Thus, asurvey of 1449 physicians by the American
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College of Physicians, conducted in 2019, showed that 29% of
specialists see the risk of potential medical errors as one of the
main obstacles to the implementation of telemedicine [9,10].
Another study showed that 42.1% of American doctors are
concerned about adecreasein the quality of care provided when
using telemedicine [11]. It is worth noting that this fear has
certain grounds. Thus, in a study of medical malpractice cases
related to the use of remote telephone consultations, the most
common accusation was incorrect diagnosis (68%), and the
most common form of damage was death (44%) [12]. Systematic
review by Kim et al [13] found that I T issuesin health care can
significantly disrupt care processesand lead to errorsinclinical
decision-making, delaysin treatment, and even harm to patients.
In53% of theincluded studies, I T-related i ssues were associated
with actual or potential harm to patients, including deaths.

Thus, in addition to technica difficulties, it is the fear of
physicians to make mistakes due to inaccuracies in digital
systems that remains the key barrier to digitalization in health
care. It can be overcome by improving the validation of
algorithms, ensuring transparency of systems, and clear legal
regulation in digital technology use.

Thefeeling of legal insecurity when using digital technologies,
identified by 24% of Russian physicians, reflects one of the
most significant and persistent problemsin digital transformation
in health care. This barrier manifests itself in the concerns of
medical workers about the possible legal consequences of errors
associated with the use of digital solutions, as well as in the
unclear distribution of responsibility between a physician, an
institution, and atechnology devel oper [14,15].
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Legal and regulatory risks are one of the main factors hindering
theimplementation of digital solutionsin clinical practice[16].
In particular, it is noted that the existing legal framework is
often not adapted to the specifics of digital technologies: there
are no clear standards for medical data storage, transfer, and
processing, as well as for determining liability in the event of
errors or incidents related to digital tools[9,14,16]. This leads
to the fact that physicians are forced to rely on general norms
of professional duty and ethics, which increases uncertainty and
reduces the willingness to use innovations [14].

Thus, thefeeling of legal insecurity isnot only asubjectivefear,
but also an objectively determined barrier associated with the
insufficient development of the regulatory framework, absence
of clear standards and mechanisms for distributing
responsibility. To overcome this obstacle, it is necessary to
develop and implement modern legal and ethical standards
adapted to digital reality, as well as professional medical
communities, to actively participate in the formation of
regulatory policy [9,14,16].

Another important conclusion from the study isthat asignificant
portion of physicians (16%) identified the lack of management
support in the implementation of digital technologies as a key
barrier. Specifically, for the CDSS, this factor was among the
top 3 barriers and was noted by 20.7% of physicians.
Organizational support and management interest are often
considered important factors in the successful implementation
of digital technologies in health care [17,18]. This study
emphasi zesthe need for strategic management i nvolvement and
the devel opment of leadership competencies for the successful
implementation of digital technologies.

A literaturereview reveal ed that asignificant number of studies
have identified concerns among health care professionals that
implementation of digital technologies will increase their
workload, which is a significant barrier to digital
decision-making [1,19-21]. Thisfear appears paradoxical, since
many digital technologies are initially developed to optimize
workflows, save time, and improve the efficiency of clinical
decision-making [22-24]. However, this phenomenon requires
serious attention from researchers and practitioners, since health
careprofessionals’ perception of apotential increasein workload
remains a significant barrier to digital transformation.

In this study, the fear of losing time was also mentioned by
physicians, although it did not cometo the forefront. Only 10%
of physicians identified “takes time and does not make work
easier” barrier, and only 7% of physicians were not ready to
spend time mastering the technology. It is also worth noting
that according to this study, only 7% of physicians identified
distrust of digital technologies as a barrier, and 5% alow level
of practical benefit. This may indicate a high psychological
readiness of Russian medical workersfor digital transformation.
Such differences emphasize the importance of taking into
account national and cultural contexts when developing
strategies for implementing digital solutionsin health care.

In generd, the spread of barriersamong the 5 M APPS categories
was fairly uniform, ranging from 40% to 47% of respondents
per category (Figure 1). This distribution highlights the need
for a comprehensive and multilevel approach to addressing
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various obstacles to successfully advancing digital
transformation in health care.

A more detailed analysis revedled that process-related and
environmental barriers received somewhat higher ratings, 47%
and 44%, respectively. These included fears of making errors,
doubts about the stability of digital systems, and a lack of
technical infrastructure with qualified support. Meanwhile,
motivation, capability-related, and social barriers were noted
by dightly fewer respondents, approximately 40%-41%. This
pattern suggests a relatively high level of motivation among
Russian physicians and a general readiness within the medical
community to adopt digital technologies. At the same time, it
underscoresthe critical need to enhance technical infrastructure
and ensure the stable operation of digital toolswith professional
technical support.

The barriers were unevenly distributed among different
technology groups. For example, for telemedicine technologies,
a notably high percentage of physicians (47.5%) reported
encountering socia barriers, primarily linked to perceived legal
insecurity. In contrast, for systems to support physicians in
making medical decisions, process-related barriers (39.8%) and
social barriers (40.4%) were minimal, whereas motivation
barriers (45.7%) and capability-related barriers (48%)
predominated. Thisdivergence reflects the specific perceptions
and challenges associated with implementing different digital
solutionsin clinical practice and underscores the necessity for
adifferentiated approach to their support and regulation.

The study findings emphasize the need for a comprehensive
and tailored approach to overcoming barriers. This approach
should consider the specific type of technology to determine
the most effective implementation strategies.

Driversof Digital Technologies I mplementation in
Health Care

In contrast to the diverse profile of barriers, the Russian study
found remarkable consistency in the leading enablers of
technology adoption across al 4 categories of digital
technologies, pointing to universal motivators for physicians.

Physicians value digital solutions primarily for 2 specific
advantages. time savings and rea practical benefits. It is
important for them that the technology makes work easier and
speeds it up, rather than adding extra tasks [1,19,20]. If
developers clearly show how much time the new system saves
and how it fits into the routine process [25], physicians are
willing to use it. Thus, it is important to demonstrate to
physicians how the digital tool simplifies the routine and frees
up time for the patient and other important matters.

Perceived legal security consistently ranked among the top 5
factorsfacilitating adoption for all types of technologies, being
most significant for remote consultations (57.7%) and remote
patient monitoring (54.6%). The lack of legal clarity is a
significant barrier, and conversely, its presence acts as a
powerful catalyst for the adoption of digital technologies.
Physicians seek concrete assurancesthat they will not face undue
professional or legal liability for potential errors, data breaches,
or unintended consequences arising from the use of new,
complex digital tools [9,14,16]. Thus, it is necessary not only
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to create a clear and transparent legal framework for the use of
digital technologies in health care, but also to ensure that
physicians are informed about the relevant legal norms and
regulations in an accessible and understandable manner.

“Freelearning/at the expense of the health careinstitution” and
“management will allow taking study leave” were among the
top 5 factors of assistance for al types of technologies. This
underlines the readiness to learn and the importance of
competent organizational support for this process.

Unfortunately, the introduction of new technologies often
requires physicians to master new skills without interrupting
their clinical practice. Thus, this only increases their workload
during the period of mastering the technology. This explains
why, in anumber of studies, the key barrier to implementation
of digital technologies was the fear of increasing physicians
workload [1,19,20].

Our research shows that study leave and management-paid
training make new technologies much more attractive to
physicians.

Thus, the implementation of digital technologiesin health care
is a complex process of creating a supporting organizational
ecosystem. Key factors in this process are the provision of
technical infrastructure, legal transparency, training, and
management support. The absence or weakness of any single
component can undermine the entire digital transformation
effort. True, sustainable transformation requires a coordinated,
systemic approach in which all these elements are strategically
aligned and continuously strengthened.

Limitations

This study has several limitations that should be considered
when interpreting the findings. First, the study inclusion criteria
required physicians to work in large urban centers in Russia,
which inherently limits the generalizability of resultsto health
care providers practicing in smaller towns or rural areas. The
experiences and barriers faced by physiciansin less populated
or resource-constrained settings may differ significantly from
thosein larger urban centers.

Second, the reliance on online questionnaires might have
introduced a selection bias, as physicianswithout reliable access
to the necessary technology or internet connectivity were unable
to participate.

Third, data collection was based on sel f-reported questionnaires,
which are subject to inherent biases, including social desirability
bias. Respondents may have underreported negative attitudes
or chalenges due to perceived social or professional
expectations.

Despite these limitations, the study provides valuable insights
into physician perspectives on digital technology adoption in
health care within the sampled population. Future research
should aimto include amore diverse sample and consider mixed

https://jopm.jmir.org/2026/1/e83551

Veldanovaet al

data collection methods to minimize bias and enhance
generalizability.

It is important to note that the process of health care
digitalization depends not only on physicians but also
significantly on patient readiness and engagement. Therefore,
studying patient-related factors is crucial and represents a key
focus for our future research endeavors.

Conclusions

The study showed that the key barriers to the introduction of
digital technologies in health care in Russia are technical
difficulties (lack of infrastructure, unstable operation of
systems), fear of making wrong decisions based on digital data,
and afeeling of legal insecurity.

L ack of knowledge about specific products, lack of management
support, and limited training opportunities also play asignificant
role. The profile of barriers varies depending on the type of
digital technology, which highlights the need for differentiated
approaches to their implementation. At the same time, the
leading drivers for physicians are time savings, practical
benefits, legal protection, availability of free training, and
organizational support. These motivators are universal for all
categories of digital solutions and reflect doctors desire to
improve efficiency and reduce workload in abusy environment.

Based on the conducted research, we formulated key
recommendations for the implementation of digital
transformation in medical organizations.

1. Development of technical infrastructure: ensuring stable
operation of digital systems, accessto necessary equipment,
and integration with existing work processes.

2. Improvement of the lega and regulatory framework:
devel opment of clear standards and mechanismsfor sharing
responsibility, and ensuring that physicians are clearly
informed about current legal regulations.

3. Implementation of educational programmes: arranging free
training and providing physicianswith study |eave to master
new technologies, which will increase digital literacy and
reduce resistance to change.

4. Strengthening of organizational support: involving
management of medical institutions in digitalization
processes, forming a culture of leadership and support for
innovation.

5 Demongtration of practical value. demonstrating to
clinicianshow digital tools savetime, smplify routinetasks,
and improve the quality of care.

6. Considering specifics of technologies. developing
implementation strategies taking into account the specifics
of each category of digital solutions and the profile of
relevant barriers.

The comprehensive implementation of these measures will
increase the readiness of the medical community for digital
transformation and ensure sustainable implementation of
innovative solutions in health care.
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Multimedia Appendix 1

Question 1. Different physicians mention different barriersto using digital technologiesin healthcare. Are there any that are al'so
relevant to you? Please select up to 5 answers. The physician is asked to answer aquestion on each of the four categories of digital
technologies separately.

[DOCX File, 16 KB-Multimedia Appendix 1]

Multimedia Appendix 2

Justification for the division of barriers in accordance with the MAPPS model.
[DOCX File, 16 KB-Multimedia Appendix 2]

Multimedia Appendix 3

Question 2: A team of experts has already thought about some of the problemsthat arise when implementing digital technologies
in the life of a physician. Now we will show you some ideas, please rate how likely it is that you would start using / use the
following technol ogies more actively when implementing these ideas on a scale from 1 to 7, where 1 - definitely would not start
using / use more actively, 7 - definitely would start using / use more actively. The physician is asked to answer a question on
each of the four categories of digital technologies separately.

[DOCX File, 16 KB-Multimedia Appendix 3]

Multimedia Appendix 4

CHERRIES Checklist.
[DOCX File, 16 KB-Multimedia Appendix 4]

Multimedia Appendix 5

Identification of barriers to implementation of digital technologies.
[DOCX File, 14 KB-Multimedia A ppendix 5]
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Multimedia Appendix 6

Main drivers for overcoming barriers. The data are weighted by distribution of physicians by populated areas of the Russian
Federation. The table shows the percentage of respondents who chose 7 points for this answer (physician would definitely start
using digital technology if the conditions specified in the statement were met).

[DOCX File, 17 KB-Multimedia Appendix 6]
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